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1. IlepevyeHb NIaHNPYEMBIX Pe3yJbTATOB H3y4YeHHUS TUCHUILIMHbI, COOTHECEHHBIX €
IJIAHUPYEMBbIMH pe3y/JbTaTaMHi 0CBOEHHs 00pa30BaTe/IbHON NPOrpaMMbl
B pamkax ocBoeHHS OCHOBHOM NpPOQECCHOHAIBHONH 00pa30BaTeNbHONW MPOrpaMMbI
OakanmaBpuata OOYYAlOIIMICS JOJDKEH OBJIAACTh CICAYIOIIMMH pe3yJbTaTaMd OOYYEHHs 10
muciuiuiae « OCHOBBI yIIpaBJIeHUS! HH(POPMALIMOHHOI 0€30MacCHOCTHION

Koa v HaumenoBanue KoMIeTeHI NI NHauKaTopbl 10CTHKEHUST KOMIIETeH MU
I1K-3. CnocobeH pa3pabaTbiBaTh, HNIIK-3.1. CriocoGeH onuchBaTh OM3HEC-TIPOLIECCHI C
pealln30BbIBaTh U OLIECHUBATh Y4eTOM PUCKa, IPOBOJAUTH KAUECTBEHHYIO U
3¢ (HEKTHBHOCTH MEPONIPUITUIN TTIO KOJIMYECTBEHHYIO OIIEHKY PUCKOB.

BO3JICHCTBUIO Ha PUCK peaIu3aluu NIIK-3.2. CriocoOeH 000CHOBBIBATh MEPOTIPHSITHS
U (POBBIX PEIICHU. 110 BO3/JICHCTBUIO HA PUCKH U YIIPABIATH UX
peanuzanuen.

HNIIK-3.3. CriocoOeH mpoBOAUTH MOHUTOPHHT
CHCTEMBI yIIpaBJICHUs pUCKAMU, aKTyaIU3UpOBaTh
KapThbl PUCKOB 110 OU3HEC-TIpoLieccaM U
HarpaBJIeHUsM Ou3Heca.

2. MecTo AucuuIInHBI B cTpykType OITOIT
VYuebnas qucuurummna b1.B.09 «OcHoBbI yripaBneHust HHGOOPMAIIMOHHON 0€30IacHOCTHION
OTHOCHUTCSI K 4YacTd, (popMupyemMol ydacTHUKaMH OOpa30BaTENbHBIX OTHOIIEHWH 1ukina b.l
«JlucuununHbl (MOLYIIH)».

3. O0beM AUCHHUILINHBI B 324€THBIX €eIMHUIAX C YKA3aHHEM KOJHYeCTBA aKaJeMHYeCKHUX
4acoB, BblJIeJIEHHbIX HA KOHTAKTHYIO padoTy o0y4aromuxcs ¢ npenojasaresieM (1o BUIaM
3aHATHI) M HA CAMOCTOSATEIbHYIO PA00Ty 00yYaKOIIMXCS

Obmas TpynoeMKocTb (00beM) IUCHUILUIMHBI «OCHOBBI YIpaBieHUsS HH(OPMALMOHHON
0€30I1aCHOCTBIO» COCTaBIIAET 4 3a4eTHBIE €AUHULIBI.

O0BbéM IMCIMIJIMHBI 10 BHIAM Y4eOHBIX 3aHATHH (B 4acax) — 04HO-32049HasA popMa

o0yueHust
Buj yuyeoHoii pa6oThi Beero Cemectpbt

4yacoB 8 -
AyauTopHBIe 3aHATHUS (BCETro) 36 36 -
B ToM uucne: - - -
Jlexun 18 18 -
[Mpaktnyeckue 3ansatus (I13) 18 18 -
Cemunapsl (C) - - -
JlaGopatopusie pabotsl (JIP) - - -
CamocrosiTesibHas padora (Bcero) 72 72 -
B ToMm guce: - - -
Kypcogoii mpoekt (pabota) - - -
PacuetHo-Tpaduueckue padboTb - - -
Pedepar - - -
[ToaroToBKa K MPAaKTUIECKUM 3aHATHSIM 54 54 -
TectupoBanue 18 18 -
Bun npoMexyTOUHOM aTTecTaluy — 3K3aMeH 36 36 -




OO01mmast TpyJ0eMKOCTh Jac / 3a4. e]1.
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4. Conep:xkanue TUCHUNTHHBI

4.1. Pazmesibl JUCUMILIMHBI M TPYA0EMKOCTD 10 BUIaM Y4eOHbIX 3aHATHI

OuHo-3a04Hasi popma oOyueHHst

Paznen/Tema
JAucunnjanHbl

Oomasn
TPYAO0EMKOCTH

Buabl yueOHBIX 3aHATHI, BKIIOYAs
CaAMOCTOSITEJIbHYI0 Pa00Ty 00y4YaKOIIMXCSl, Yac

KonTakTHast padora

JeKIHH

NMPAKTUHYICCKUC
3AaHATHUSA

CamocrosiTe/ib-
Has padora
00yyaruuxcs

Tema 1. BBenenune B
MH(OPMaLIMOHHYIO
0€e30I1aCHOCTh

E
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Tema 2. OOecneucHue
nH(pOpMaITMOHHOM
0€e30I1acCHOCTH O0IIeCTBa
KaK OCHOBa
roCyAapCTBEHHOM
MH(pOpPMaLOHHON
MTOJTUTUKHU

Tema 3. Undopmarmonsas
0€30MacHOCTb KaK MpeaIMeT
¢dmocodcko-
HOJIUTOJIOTUYECKOTO
OCMBICIICHUS

Tema 4. ndopmarmonsas
BOWHA: CyIIHOCTb,
Pa3HOBUIHOCTH, CPEACTBA U
METO/Ibl BEICHUS

Tema 5. Madopmarimonnas
6€301acHOCTb
MOJIUTUYECKOTO
IIPOCTPAHCTBA

Tema 6. Undopmarmonsas
OTBETCTBEHHOCTh
CyOBEKTOB MOJUTUYECKHUX
OTHOLIEHU

Tema 7. DxoHOMMKA
UH(POPMALIMOHHOM
0e30MmacHOCTH
WNnentuduxaius puckos.

10

Tema 8. Texuuueckue

10
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- °:’ Buabl y4eOHBIX 3aHATHIH, BKJIOYAS
g ; CaAMOCTOSITEJIbHYI0 Pa00Ty 00y4YaKOIIUXCSl, Yac
Ne Pazjen/Tema S ‘§
n/n JIMCIHMILIHHBI 2 KonTakTHas padora
= CamocrosiTenb-
Bcero NpaKTHYeCKUe Has padoTa
SECIREH 3aHATHSA 00y4arouuXxcs
CPEICTBA 3AIIUTHI
uHpopmanuu
9. Tema 9. CpencrBa 3auThI 10 2 2 6
uHpopmaruu B
ABTOMATHU3UPOBAHHBIX
MH(OPMaLIMOHHBIX
CUCTEMax
10. | Tema 10. OCHOBEI 3aIIUTHI 10 2 2 6
JAHHBIX MIEPCOHATILHOTO
KOMIIBIOTEpA
11. | Tema 11. OcHOBBI 10 2 2 6
6e3onacHocTtu B IHTEepHETE
12. | Tema 12. Meromomnorus 10 2 2 6
MOCTPOCHHUS 3AIIUIIICHHBIX
ABTOMATHU3UPOBAHHBIX
WH(OPMAIIMOHHBIX CUCTEM
Bcero 108 18 18 72
IK3aMeH 36 - - -
Hroro 144 18 18 72

4.2. ConepxaHue pa3esioB IUCHUNIHHBI
Tema 1. BBenenue B uHGoOpMaIIHOHHYI0 0€30M1aCHOCTH

Haznauenue, 3agaun 1 oOImas XapakTepuUCTHKa Kypca, OOIIMe MOHATUS U OIpe/eeHMUs,
KpaTKasi uctopudeckas crnpaka. /lannsie u uapopmanus. CpoiictBa nHpopmanuu. [Ipeacrasnenue
nH(opMaIuu u nporeccr ee 00padoTku. Buasl u popmel ipeacrasnenus nndopmarmu. Hocurenn
uHpopmanuu. HWHpopmanus kak o0O0beKkT 3amuThl. OmnpeneneHue W ILEIH, MEXaHU3MBI,
MHCTPYMEHTApHUIl, OCHOBHBbIC HampaBieHus WHPOPMaLMOHHON Oe3zomacHoctu. MHpopmanus u
pecypcel. MHpopmarus kak oOBeKT mpaBa coOCTBeHHOCTH. MHpopmanus Kak KoMMmepueckas
taitHa. lHpopMalus kak ppIHOYHBIH MPOAYKT.

Tema 2. OOecneueHue uHGOPMAIMOHHOW 0€30MACHOCTH 00IeECTBA KaK OCHOBAa
rocyAapcTBeHHON HH(POPMALMOHHOM MOJTUTHKH

I'ocynapcrBennast nH(popMaloOHHas! MOJIUTUKA, €€ ONpeesieHue, CymHOCTb. Oco0eHHOCTH
rOCyJapCTBEHHON  WH(OpPMAIMOHHOW TOJUTUKH B  coBpemMeHHOW Poccun.  «JlokTpuHa
uHpopmanmoHHoi 6e3omacHoctu Poccuiickoit ®enepannn». OyHKIMOHATBHBIE Pa3IU4Us TUIIOB
MaccoBO-MH(POPMALIMOHHON  jaeATenbHOCTH. MHQpopMannMoHHass arpeccus M CIIOCOOBI  ee
HEUTpaIU3aLUU.

[lonarue cucremsl 3amuThl WHGoOpMauuu. Bunmel obecneueHus 3amuThl UHPOPMALIUU.
Cnyx06a wuHpopmanuoHHoil Oe3omacHocTH. Kpurepun HeoOxomumoctH co3nanus. OCHOBHBIC
HOHATUSA, 3a/aud, (YHKLUHHU, CTPYKTypa, NPUHLMUIBl U 3Talbl CO3/aHUS. YPOBEHb MOATOTOBKU
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cneuuanuctoB. Ilogbop kazpos. B3aumozeiicTBue ¢ IpyruMu MoApasfeiIeHUSIMUA OpraHU3alMH.
Onenka 3¢ (eKTUBHOCTH CITyKObI HH(OPMAIIMOHHOH 0€30MacHOCTH.

Tema 3. HWudopmanuonHas  0e30macHocTb Kak  mnpeaMer  (Puiaocodcko-
MOJIMTOJIOTHYECKOr0 OCMBICICHHS

Omnpenenenus NOHATUA «0€30MaCHOCTBY MpPEICTaBUTENCH pa3HbIX (UIOCOPCKUX IIKOJL.
JluHamuka pa3BUTHs MOHATUIHOIO ammapaTta «be3omnacHocTb». MHpopMmalonHas 6e30MacHOCTb,
ee cnenudpuka. Onpenenenue uHGoOpMaMOHHOW Oe30macHOCTH. OOBEKThI 00PAOOTKH M 3alTUTHI
uHpopmanuu. Knaccubukanus nHPOPMAIMOHHBIX CUCTEM M OOBEKTOB, MOJIEb KJIacCU(UKALIUU.
Knaccudukanmst cpeacte  ob6pabotku  unHpopmarnuu: crangapt CCITSE. TpeGoBanus k
GyHKIIMOHATBHOCTH Oe3omacHoCTH. TpeOoBaHWsI K JOCTOBepHOCTH Oe3zomacHocTH. I[IpoBepka
COOTBETCTBUS MH(OPMAINH CPEeCTBAM PAOOTHI C HEM.

Tema 4. UndopManoHHass BOHHA: CYIIHOCTbh, PA3HOBHIHOCTH, CPeACTBA U MeETOJbI
BeJ/leHUs!

[Tonstuss «uHpOpPMAIIMOHHAsA BOWHA», «UH(POPMAIMOHHOE OpYXHe». Pa3zHOBHIHOCTH
uHpopMallMOHHONW BOMHBL. «CTparernueckoe HH(POPMAIMOHHOE MPOTHUBOOOPCTBO IEPBOTO
nokoneHusn» U «CTtparermueckoe MHPOPMAIMOHHOE MPOTUBOOOPCTBO BTOPOTO MOKOJIEHUSD, HX
CYIIHOCTh M pa3inyus. TeXHONOTMHM MaHUMYIATUBHOTO BozneicTBus. «IlsaTas konoHHa», ee
3HaUCHUE TMPU BeIeHUM WH(OpPMANUOHHOW BOWHBI. [loHstTHe yrposel. EcTtecTBeHHBIE U
HCKYCCTBEHHbIE, CllydyaliHble U peJHaAMEpPEHHbIE, TACCUBHBIEC U AKTUBHbIE, BHEIIHUE U BHYTPEHHUE
U T.I. yrpo3sl. Mcrounuku yrpo3. Buael yrpo3: HapyuieHne KOHQUACHLIHMAILHOCTH, HApyIIEHHUE
LEJIOCTHOCTH, HapyILIEHWE YpPOBHSA JOCTYHHOCTU. Bujpl npoTuBHMKOB win "Hapymwureneil'".
Monens HapymuTens (37I0yMbIIUICHHUKA). TUMoBble mMojenu HanajaeHus. Knaccudukaius aTax.
TunoBasi araka: cHapy>ku W BHYTpHU. JIoKanbHBIE aTaku. YJajleHHbIE aTakd. ATakud Ha MOTOK
JTAaHHBIX: TTACCUBHbBIC M AKTHBHBIE.

Tema 5. UndopmannonHas 0e30MacHOCTb MOJTUTHYECKOI0 IPOCTPAHCTBA

[loHsiTHE MOJUTUYECKOTO MPOCTPAHCTBA, pA3IUYHBIE TOAXOJAbl K €ro HU3Yy4EHHIO.
Tpanchopmalivs MOIUTHYECKOTO MPOCTPAHCTBA B HMH(MOPMAIIMOHHOE MPOCTPAHCTBO MOJUTHUKU.
I'panunel  MHQOpPMALMOHHOTO  HpocTpaHcTBa  MOMMTUKH. CyOBekThl  MH(POPMAIMOHHOIO
IPOCTPAHCTBA MOJMTUKH, MX CIOCOOBI B3aUMOAECWUCTBUS, MHCTPYMEHTHI pealu3alliid HWHTEPECOB.
[TpuHIMIBI 1 TEXHOJOTUH oOecnieueHust UH()OPMAIIMOHHON 0€30MacHOCTH, TPUMEHsIEMbIE B pa3HBIX
CTpaHax MHpa.

Tema 6. UndopManiuOHHAS OTBETCTBEHHOCTh CyObEKTOB NMOJUTHYECKUX OTHOLICHUI

CyOBbeKThl MOJUTUKM C TOYKU 3pPEHHS TPAIUIMOHHOM NOIUTONOTUH. OCOOEHHOCTH H
3HayeHne CMM kak cyObekTa TIOJUTHKM Ha COBPEMEHHOM JTale pa3BUTUS OOIIecTBa.
Tpanchopmanus ponu  TPaJUIUOHHBIX — MOJIMTUYECKUX  WHCTUTYTOB. HWHpopmannonHoe
IIPOCTPAHCTBO, MMOPOKAAEMOE CYOBEKTOM MOJUTHKHU.

Tema 7. JxoHoMuka nHGopManuOHHOM Oe3onmacHocTH UieHTHPHKANNSA PHCKOB.

OObekTHBHBIE U CYOBEKTHBHBIE BEPOSTHOCTH peal3allud  yrpo3  MOCPEACTBOM
ySI3BUMOCTEHN U UX OIleHKa. VI3MepeHue puckos, mKaiabl puckoB. @opMHupoBaHNe KaueCTBEHHBIX U
KOJIMYECTBEHHBIX OLIEHOK PUCKOB. OLIEHKM NOTEpb. TEXHOJOIMH OLEHKHU YIpo3, YA3BUMOCTEH,
pHUCKOB U moTepb. OnTUMM3aLKs TOTEpb, 0OOCHOBAHME MPOTHO3a MOTEph U yiiepba. Meroauka
BbIOOpa KOMIIOHEHTOB CHUCTEMbl 3allUThl HHGOpMAIMM W NpeArnonaraemas OIeHKa ee
3 pexTuBHOCTH. DKOHOMHUYECKHE TMPOOJeMbl HHGOPMAIIMOHHBIX PECYpCOB; AKOHOMHUYECKAS
0e30macHOCTh; HH(POPMANHs KaK BaXHEHIIMK pecypc SKOHOMHUKH; MH(pOpMaIUs Kak TOBap, IeHA
uH(pOpMallMK; OCHOBHBIE MOAXOJbI K OIMpENElIeHHUIO 3aTpaT Ha 3allUTy HH(QOpMAIMH; chcTeMa
pecypcoobecrieueHrs 3amuThl HHGopManuu U 3PGHEKTUBHOCTh €€ HCIIOJIB30BAHUS, YIPABJICHHE

pecypcamu B IpoLecce 3aluuThl HH(OpMAIK; BUBI yiiepOa, HAaHOCUMbIE UH(OPMAINH; CTETICHb
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HaHOCHUMOro ymep0a uH(poOpMalMK; METOAbl U CHOCOObI  CTpaxoBaHHs HWHGPOpPMALUY;
dopmupoBaHue OrOKeTa CIY>KOBI 3alIUThl MHPOpPMALUHU; OlEeHKa 3()(HEKTUBHOCTH 3aLIUTHI U
CTpaxoBaHHs WH(POPMAIIHH.

Tema 8. Texunueckue cpeacTsa 3alMThI HHOPMALMHU

YcrpoiicTBa M CHUCTEMBI ~ IPOTHUBOINPABHOTO  IPEJHAMEPEHHOIO  OBJAJCHUSA
KOH(pUIeHIIMaIbHOH HHpopManued. TexHHueckue cpeicTBa 3alluThl 00beKTOB. MH)keHepHO-
TeXxHU4YecKas 3amura. CUCTEMBI OXpaHHOM CUTHAIM3AaLUUW Ha TEPPUTOPUM M B IOMELICHMSX
o0bekTa 00paboTku nHpopMmanuu. TpeOoBaHUs K cuCTeMaM OXpaHHOM curHanusauuu. HapyxHble
CUCTEMBI OXpaHbl. TpaguIIMOHHBIE CUCTEMBI. YIbTPa3BYKOBbIE CUCTEMBbI. CHCTEMBI NpEpHIBAaHUS
ayya. TeneBU3HMOHHBIE cHCTEMbI. PaguoiokalMOHHbIE CHCTEMbl. MHUKpPOBOJIHOBBIE CHUCTEMBI.
becripoBognble cuctembl. CucremMa OXpaHHOHM (mo)kapHOW) curHanusauuu. Cuctema XpaHEHHS.
Wuterpamus cucreM KoHTposiss. CHcTeMa KOHTPOJISL BCKPBITHS —ammaparypel. TpeOGoBaHus,
NPEIbABISIEMBIE K CUCTEME KOHTPOJISI BCKPBITHS anmapaTypbl. 3amuTa HHPOPMALUU OT YTEUKH 32
cdyeT MOOOYHOrO 3JIEKTPOMArHUTHOTO M3JIy4E€HUS M HABOJOK. MeToxbl M CpeAcTBa 3alllUThl
uHpOpMaLUK OT CIy4YalHbIX BO3ACUCTBUI. MeTonbl 3alUThl MHPOPMALUU OT aBapUUHBIX
cuTyauui. buomerpus, cMapTKapThl.

Tema 9. Cpeacrsa 3amuTsl HHGOPMAUK B ABTOMATH3MPOBAHHBIX HH(OPMAIIMOHHBIX
cucTemMax

Knaccudpukanuss cucrem. OCHOBHBIE CpPEICTBAa 3alIUTHl HMH(OpMAIMH: TEXHUYECKHUE,
poTrpaMMHBIE, KpUNTOTpaduyecKre, OpraHu3alMoOHHbIe, 3aKOHOoJaTebHble. CpencTBa KOHTPOIS
¢u3mveckoro Jgoctyma. ABTOMAaTH3WPOBAaHHBIE CpeAcTBA 3ammThl  uHGopMaruu. CHCTeMbI
yIpaBJIE€HUs MOJIUTUKOM Oe30MacHOCTH. ABTOMATH3UPOBAHHbBIE CHUCTEMbl KaK OOBEKTHI 3aIUTHI
uHpopmanuu. COBpPEeMEHHOE COCTOSHHE KJIAacCHU(UKAlMKM  aBTOMATU3MPOBAHHBIX  CHUCTEM.
Beruucnurenshple cetn. CeTeBble MOJENM JOCTYNa JaHHBIX. ApXHUTEKTypa «paiiia-cepepy.
ApPXUTEKTypa «KJIMeHTcepBep». OTaimoHHas Mojaens OSI. MacmrabupoBaHue KOMIBIOTEPHBIX
cereil. Tomonorust BBYUCIUTENbHBIX ceTeil. CerMeHTalMsl CIOKHBIX JIOKAJbHBIX CETEeH.
[lepconanbHble, JIOKaIbHBIE, KOPIPATUBHBIE, PErHOHAIbHBIE U TioOanbHblE ceTu. BupryanbHbie
ceTH. ABTOMAaTH3UMPOBAaHHbIE cUCTeMBbl ympaBieHus. Kiaccupukanus aBTOMaTU3UPOBAHHBIX
cucteM. OpraHuzanus NPOEKTUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM. YCIIOBUS M PEKHUMBI
IKCIUTyaTalui aBTOMaTU3UPOBAHHBIX CUCTEM.

Tema 10. OcHOBBI 32a1IUTHI JAHHBIX IEPCOHAJIBHOI0 KOMNIBIOTEPa

Opranusanus pabodero wmecra. AHaIW3 BO3MOXHBIX IyTeH YTeUukH HWHPOpPMALUU.
[TporpamMMbl KOHTpOJIE M pa3rpaHHueHHs JOCTyna K MHpopMaruu. 3agauyu v oOIIMe TMPUHIUITBI
MOCTPOCHMS MPOrpaMM KOHTPOJIS M Pa3rpaHUYeHuss AOCTyna K MHpopmanuu. MeToasl 60pbOBI.
Pe3epBHOE KOMMpOBaHUE, KOHTPOJIb MMOJIB30BaTeNEH, 3amuTa ¢aiiioB u namnok. Cxema 3amutsl [1K.
3amurta BIOS. Cucremsr 3amuthl naposnsmu Windows. Ilpodunn u maponu mnoib3oBaTesel.
Bri6op 3nauenwmii maposeii. Beibop Hocutened KoAoB maposieid. PasrpannueHue mMOIHOMOYMIA
nosib3oBareneil. KoHuenuus mocTpoeHusi CUCTeM KOHTPOJS U pasrpaHuueHust qocryna. Cpencrsa
HEePeKpBITHS MyTeld 00X04a MporpaMM KOHTPOJS M pasrpaHuyeHus goctyna. OLeHkKa Mmporpamm
KOHTPOJISI M pa3TpaHUuYEHus JocTyna Kak cpeiactBa 3amuThl. KOHTpOdb LENOCTHOCTH
nporpaMMHoro otecrneuenust U uHpopmaruu. Jlyonauposanue unpopmanuu. Cpeacta 3allUThI
OpOrpaMMHOr0 o0ecriedeHuss W HHGPOpMAMU OT HECAHKIMOHMPOBAHHON 3arpys3ku. 3ammra
MH(pOPMALMU HAa MAIIMHHBIX HOCUTEIAX. 3alUTa OCTaTKOB MH(pOpMaLuu. 3amuTa nHopMaluu B
JUHUAX CBS3M. 3ammuTa WHpOpMAIMd TPH JOKYMEHTHPOBAHWHU. Y najneHHbIM noctyr. CereBas
3amuTa (aiioB u nanok. IlporpaMmel anMuHuCTprpoBaHua. OpraHu3alMOHHbBIE MEPOIIPUATHUS 110
3alyTe MH(GOPMaIui B aBTOMAaTU3UPOBAaHHBIX HHPOPMALIMOHHBIX CHCTEMaX.

Tema 11. OcHoBbI 0e30nacHocTH B UHTEpHeETE



VYrpo3sl. Knaccudukanust yganeHHBIX aTak: MO CHEHApHUIO, IO IENH, 0 XapakTepy
B3aUMOJICHCTBUA C >KEpTBOW. YnameHHwsld cOop wuHpopmaruu. Beisicnenue aapecos. Ilomck
ysi3BuMocTeil. Hambosnee pacmpocTpaHeHHBbIE KIAcChl yNAIEHHBIX aTak. BUPYChl M TpoOsSHCKHE
nporpamMbl. OTKa3 B 0O0CIHyXMBaHMM. MacKupoBKa. ATakd Ha MapHIpyTH3aluio. ATaku Ha
cepepsl: CGI m HTTP. Ataku Ha knuentoB: ActiveX, Java. Ilepenonnenue O0ydepa. [TaccuBHbie
ataku. [IpocnymuBanue cereit. [IpocnymuBanue B KoMMyTHpyeMbIX ceTsx Ethernet. AxTuBHBIC
aTaku. ATaka IOBTOPOM. ATaka «3JIOyMBIIIJICHHUK-IIOCPEAHUK». ATakM Ha OCHOBE CETEBOU
mapuipytuzauuu. IlepexBar ceccunm. VHCTpyMeHTHI 3710yMblIUIeHHUKOB. Kinaccuukanus
IPOrpaMM-IINUOHOB U 3amuTa OT HUX. OCOOEHHOCTH 3alMThl MHPOpPMaLuu B 0a3ax JaHHBIX.
O030p TporpaMMHBIX CpeACTB 3ammThl. OOecrieyeHne aHOHUMHOCTH: CIYXObl aHOHUMHOCTH,
npokcu-cepepbl. CkaHepbl ysa3BUMOCTH. CUCTEMBI M TEXHOJIOIMM OOHAapy>KeHUs aTak. Tomosjaorus
cucTeM OOHapyXeHMsl aTak. ABTOMAaTU3UpPOBAaHHBIE CPEACTBA  YIPABICHUS  IOJIUTHUKON
6e3omacuocTu. CpezcTBa obecriedeHus 6e30macHocTH padoTsl B MHTepHEeTe. CpecTBa KOHTPOIS U
pasrpaHudyeHust gocryna. lIporpammuble LUIFO3BI M NPOKCUCEPBEPBL. MeEXCETEBBIE DKpAaHBI.
OyHKUIUU MeXceTeBOro skpanupoBanusi. @uiibtpanus Tpaduka. CpencTsa 3aluThl Tpaduka.

Tema 12. MerTono0rusi NOCTPOCHHMS  3AIIUINEHHBIX ABTOMATH3MPOBAHHBIX
HH(OPMALMOHHBIX CHCTEM

Kputepun 3amunieHHOCTH. AHaJIM3 U OLIEHKa JACWCTBYIOUIEH KOHIENIMU 3aliuThl. BeiOop
KOHUENTYaJIbHOH MOJENM IMOCTPOECHMs 3aluThl. VIcXonHblEe NaHHBIE A IMOCTAHOBKU 3ajauu.
Beenenne B mpobieMy Teopuu 3ammThl HHGopManuu. O0muilt MeToauaeckuii moaxos. OCHOBHBIC
OPUHIUIBl  TIOCTPOCHUS 3alIUTHOW 000mouku. Mojens 3neMeHTapHOW 3ammThl. Mojenb
MHOI'03BEHHOM 3amuThl. MHOroypoBHeBas 3amurta. HekoTopble 0COOEHHOCTH TOYHOCTH pacyera
INPOYHOCTH 3aIUTHl. MeToa MOCTpOeHMs 3aIIUThl MH(POPMAIMU B CHCTEMAaX C COCPEJOTOYCHHOH
o0paboTtkoil nanHbIX. Knaccugukanus Bo3moxHbix kaHanoB HCJI. Meron mocTpoeHus 3alliuThl
UH(OPMALIMU B CUCTEMAX C paclpeeeHHON 00paboTKOM JaHHBIX.

4.3. lIpakTuyeckue 3aHATHA / J1aGOpaTOPHbIE 3aHATHUS

OuHo-3a04yHasi popma oOyueHust

3ansatue 1. ObGecrneuenne wuH(MOpPMAMOHHONW Oe30MacHOCTH OO0IIecTBa Kak OCHOBa
rocyJ1apCTBEHHON MH()OPMAITMOHHON NOIUTUKH

3anatue 2. VHpopmannoHHas BOIHA: CYIIHOCTb, Pa3HOBUIHOCTH, CPEACTBA U METOMbI
BEJICHUS

3ansarue 3. UHdopMalioHHast OTBETCTBEHHOCTh CyOBEKTOB MOJIUTUYECKUX OTHOLICHUIN

3anstue 4. DKOHOMUKA HH(OpMaLMOHHON O6e3omacHocTH neHTuduKanus puckos.

3anstue 5. TexHuueckue cpecTBa 3alUThl HHPOpMAIUU

3anatue 6. Cpencrea 3amuThl HHGOpPMAIMK B aBTOMAaTH3WPOBAHHBIX HH()OPMAITMOHHBIX
CUCTEM

3ansatue 7. OCHOBBI 3aIUTHI JAHHBIX NIEPCOHATILHOIO KOMITBIOTEPA

3ansatue 8. OcHoBbI Oe30omacHocTH B MIHTEpHETE

3anatue 9.  MeTtogonoruss  NOCTPOEHUs — 3AlIMILEHHBIX  ABTOMAaTU3MPOBAHHBIX
UH(POPMALIMOHHBIX CHCTEM

5. YueOHo-MeToAMYeCKOEe U HH(POPMALIMOHHOE 00ecniedyeHre JUCITHIIMHBI



5.1. OcHoBHas JqUTEpaTypa

1. Kanrep, 1. B. Ynpasnenue undopmairionHoit 6e3o0nacHoCThIO @ yueOHoe nocodue / U.
B. Kanrep, A. C. lllabypos. — Ilepms : [THUITY, 2023. — 91 ¢. — ISBN 978-5-398-02866-9. —
Texkcr:  onexTtpoHHslid /  JlaHb  :  3leKTpOHHO-OMOMMOTe4yHas  cuctema. —  URL:
https://e.lanbook.com/book/328889

2. AGneHoB, A. CoBpeMEHHbBIC CHCTEMBbI yIPABJICHUS WHPOPMAIIMOHHON 0€30MaCHOCTHIO :
yuebHoe mocobue : [16+] / A.AGnenos, I.[Iponosa, B. Tpymwun ; HoBocubOupckuii
TOCYJapCTBCHHBI  TEXHWYEeCKWid  yHHBepcuTeT. —  HoBocuOupck :  HoBocuOupckmii

rOCyJ1IapCTBEHHBIN TEXHUYECKUM YHUBEpcUTeT, 2017. — 48 c. : uin. — Pexxum qocTyna: 1mno moJanucke.
— URL: https://biblioclub.ru/index.php?page=book&id=574594

5.2. lonotHUTEIbHAS JIUTEPATypa

1. OcHoBsl nH(pOpMaIoHHOM Oe3omnacHocTH : yueOnuk / B. 0. Poro3un, U. b. anymkus,
B. HoBukog, C.Bb. BemnpeB ; Akanemust CnenctBenHoro komutera Poccuiickoit ®enepanuu. —
Mocksa : IOnutu-Jlana : 3akon u npaso, 2018. — 287 c. : mi. — Pexxum gocrtyma: mo mojamnucke. —
URL: https://biblioclub.ru/index.php?page=book&id=562348

2. Ilpectymienust B chepe BBICOKMX TEXHOJIOTUH U HH(POpMANMOHHOW O0€30MacHOCTH :
yueOHoe mocodue / B. @. Baciokos, A. I'. Bonesoas, M. M. Jlonruesa, B. H. Yamneiruna. —
Mockaa : IIpomereit, 2023. — 1086 c¢. — ISBN 978-5-00172-447-6. — Texkcrt : 37€KTpOHHBIH //
Jlanb : anexTpoHHO-OMOMMoTeuHas cuctema. — URL: https://e.lanbook.com/book/445748

5.3. JIMIeH3MOHHOEe MPOorpaMMHoe o0ecriedeHmne
Microsoft Windows 10 Pro
2. Microsoft Office 2007

=

5.4. CoBpeMeHHble Tnpo(eccHOHAIbHBIE 0a3bl [JaHHBIX M HH(OPMALUOHHbIE
CIpPaBOYHbIE CHCTEMBI
1. OBC «YuuBepcuterckas bunbnmoreka ornaitn» https://biblioclub.ru/index.php
2. Hayunas snextpoHHas 6ubiaroTeka http://www.elibrary.ru
3. ®enepainbHbIil 00pa3oBaTebHBIN MopTan « JkoHoMuKa. Corponorus. MeHePKMEHT»
http://ecsocman.hse.ru
4. AZIMUHUCTPATHBHO-YIPaBICHYECKHiA opTan http://www.aup.ru/
5. OdunmanpHbI HHTEPHET-TIOPTAI paBoBoi MH(opManuu hitp://pravo.gov.ru.
6. KommbrotepHbie HHGOpMAIIMOHHO-TIPaBoBbIe cucteMbl «KoHcynprant http://www.consultant.ru
, «CapanT» http://www.garant.ru.
7. Hayunas anekrponHas oubnunoreka «KubdepJlennnka» https://cyberleninka.ru/
8. DiekTponHO-OMOIMOTEUHast cucteMa «Jlanby https://e.lanbook.com/

6. MaTepnaabHO-TeXHUYECKOE o0ecTedeHne I CIUTIIMHBI

1. JleknmoHHas ayAauTOpus, ayAuTOpWs I TPYNIOBBIX W HWHAWBUAYAJIBHBIX KOHCYJIBTALMM,
OCHAII[EHHas] KOMIUIEKTOM MeOenu Juis Yy4eOHOro mpoliecca, Y4eOHOU IOCKOW, MepCOHAIbHBIM
KOMITHIOTEPOM, TIJIA3MEHHOM IMaHEIbIO.

2. Aynutopus WH(POPMAIIMOHHBIX TEXHOJOTHH, OCHAIIEHHAs KOMIUIEKTOM MeOenu g yueOHOro
nporiecca, yueOHOM TOCKOHM, MepCOHATHHBIMH KOMITHIOTEPAMHU C BO3MOKHOCTBIO TOJKITIOUCHHS K
cetu «HTEpHETY.

3. AymuTtopus JUIS CaMOCTOSITEIIBHON pabOThI CTYJCHTOB, OCHAIICHHAS KOMIUICKTOM MeOenu is
y4eOHOro mporuecca, y4eOHOW JOCKOH, NEepCOHANbHBIMH KOMIIBIOTEPAMU C BO3MOKHOCTBIO
MOJKIItOUeHUs K ceTH «IHTepHEeT» U TOCTYNOM K 3JIEKTPOHHON HHPOPMAIIMOHHO-00pa30BaTeIbHON
cpene YHuBepcuTera.

1. MeToandyecKue PEKOMEHIAIUHA 110 OPraHu3alui U3Yy4YCHUA TUCHUIIJINHBI


https://e.lanbook.com/book/328889
https://biblioclub.ru/index.php?page=book&id=574594
https://biblioclub.ru/index.php?page=book&id=562348
https://e.lanbook.com/book/445748
https://biblioclub.ru/index.php
http://www.elibrary.ru/
http://ecsocman.hse.ru/
http://www.aup.ru/
http://pravo.gov.ru/
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https://cyberleninka.ru/
https://e.lanbook.com/

7.1. MeToan4ecKkHne peKOMEHIAIUH NPENoIaBaTes o

JlauHbIl pasznmen HacTosmed pabodeil mporpaMMbl MpeTHA3HAYCH ISl HAYWHAOIIMX
npenoaaBaresieil U ClieluaiiCTOB-IIPAKTUKOB, HE UMEIOIIMX OIbITa PENO01aBaTEIbCKONW padoThI.

HucuumnuHa «OCHOBBI  yOpaBlieHUS HH(POPMALMOHHOW O€30MacHOCTBIO»  SBISIETCS
JTUCITUTUIMHOW, (dopMupyromeld y oOyuaronuxcs dactuyHo kommereHuuto [1K-3. B ycmoBusix
KOHCTPYUpPOBaHUSI 00pa30BaTeIbHBIX CUCTEM HA MPUHIMIAX KOMIIETEHTHOCTHOTO I0AX0/1a
MPOM30IILIO KOHLENTYAIbHOE U3MEHEHHE POJIH MPEToAaBaTelis, KOTOPbIi, HApsAy C TPaIuIIUOHHON
pPOJIBI0 HOCUTENSI 3HAHUM, BBINONHSAET (YHKUMIO OpraHMu3aTopa HAyYHO-TIOMCKOBOW pabOThI
oOyudaroierocsi, KOHCyJbTaHTa B MPOIeAypax BbIOOpa, 00pabOTKU U MHTEPIIPETALIMKM UH(DOPMALIUH,
HEOOXOIUMOM IS TPAKTHYECKOTO JCUCTBUS U NaTbHEHUIIEro pa3BUTHS, YTO JOJDKHO 005S3aTeIbHO
YUUTBHIBATHCS MPU MPOBEICHUU JIEKIIMOHHBIX U MPAKTUYECKUX 3aHATUN MO AUCHUIUIMHE « OCHOBBI
ynpaBieHus: HHPpOPMaIMOHHON 6€30MaCHOCTBION.

[IpenogaBaHre TEOPETHUYECKOTrO (JEKIMOHHOIO) MarepHana Mo aucuuruinHe «OCHOBBI
yIpaBJIEHUS UH(POPMAITUOHHON 0€30I1aCHOCTBIOY OCYLIECTBIISIECTCS Ha OCHOBE
MEXIUCUUIUIMHAPDHOM HHTErpalid M YeTKUX MEXKIUCUUIUIMHAPHBIX CBSI3ed B paMKax
00pa30BaTeNbHOM MporpaMMbl M yaeOHOTOo 1iaHa o HanpasiieHuto 38.03.02 MenemkMeHT.

[TonpoOHOE coaep)kaHUE OTHEIBHBIX pPa3feNoB JUCHUIUIMHBI «OCHOBBI  yHpaBICHUS
nH(OPMAIMOHHON 0E30MMaCHOCTHIO» PAacCMATPUBALTCS B I1.5 paboUeii mporpamMmel.

MeTtoauka onpeaeneHns UTOTOBOr0 CEMECTPOBOI'0 PEHTHHIa 00yYaroIIerocs 1Mo JUCIUILTNHE
«OcHOBBI ympaBiieHUsI MH()OPMAIMOHHOW O€30MacHOCThIO» mpenacTaBieHa B coctae ®OC mo
JUCIUILIMHE B T 8 paboueil mporpaMMBbl.

[TpumepHBbIE BapUaHTHl TECTOBBIX 3a/JaHUM IS TEKYLIETO KOHTPOJS U TepeueHb BOIPOCOB K
9K3aMEHY MO TUCIUILIMHE TaKKe MpeJICTaBIeHbI B I 8 paboueil mporpaMMel.

[lepeueHb OCHOBHOM H JOIMOJHHUTEIBHON JUTEPATypbl W HOPMATHUBHBIX JIOKYMEHTOB,
HEOOXOJUMBIX B XOJ€ MpenojaBaHus IUCHUIUIMHBI «OCHOBBI YIpaBieHUs HH(DOPMALMOHHOU
0e30MacHOCTbIO», MPHUBEAECH B I.8 Hacrosimield pabouelr mporpammel. [IpenonaBatento ciemyer
OpPUEHTHPOBATh 00YYAIOIIUXCSA HAa UCIOJIb30BaHNE MIPU MOATOTOBKE K MPOMEXKYTOUYHOM aTTecTaluu
OPUTHHAILHOW BEPCUN HOPMATHBHBIX JJOKYMEHTOB, IEHCTBYIOIIMX B HACTOSIIIEE BPEMSI.

7.2. MeTtoanyeckue yKa3zaHus 00y4ar0muMcs

[Tonyyenue yriayONeHHBIX 3HaHMH MO JUCHMIUIMHE JOCTUIaeTcsl 3a CYeT aKTUBHOU
CaMOCTOSITENIbHON paboThl oOyuaromuxcs. Boigensemble yachl 11e€1eco00pa3Ho MCIOJIb30BaTh IS
3HAKOMCTBA ¢ y4eOHOH M Hay4yHOW JUTepaTypoil mo mpobiemMaM AMCLUUIUIMHBL, aHAJIM3a Hay4YHBIX
KOHIIEITIIHIA.

B pamkax QUCHMIUIMHBI IPEIYCMOTPEHBI pa3indHble (JOPMbI KOHTPOJIS YPOBHS JOCTHKEHUS
00y4aroMMHUCS 3asiBJIEHHBIX HHANKATOPOB OCBOEHUS KOMIETeHINNH. Popma TEKyIero KOHTPOJIS —
aKkTUBHas paboTa Ha MPAKTUYECKHX 3aHATHSX, IOATOTOBKA M MPOXOXKIACHHE TECTUPOBAHMS.
DopMOi MPOMEKYTOTHOTO KOHTPOJIS 110 TAHHON JUCLUIIIIMHE SBIIAETCS SK3aMEH, B XOJ€ KOTOPOIo
OLICHUBACTCA YpPOBEHb JIOCTHXKEHHS OOydYaIOUIMMHUCS 3asBICHHBIX HHIAMKATOPOB OCBOCHHUS
KOMIIETEHITHH.

MeTtondeckue ykazaHus 10 OCBOEHUIO JUCIUIINHBL.

JIeKIIMOHHbIE 3aHATHS MPOBOJSATCS B COOTBETCTBHM C COJEpXKaHUEM HacTosed paboueit
IPOTpaMMBbl U PEACTABISIOT COO0M N3TI0KEHHUE TEOPETUUECKUX OCHOB TUCIUITIIMHBI.

[Tocemienne NEKIIMOHHBIX 3aHATHI SIBIISIETCA 00S3aTENbHBIM.

KoHcnektupoBaHne JEKIMOHHOIO MaTepuaja JAONYCKAaeTCsl KaK NHCbMEHHBIM, TaK U
KOMIIBIOTEPHBIM CIIOCOOOM.

PerynspHoe noBTopeHue maTepuana KOHCIIEKTOB JIEKIMHM MO KaKIOMY pas3felly B paMKax
MOJATOTOBKU K TEKyIIUM (opMaM aTTeCTallMM MO JUCIHUIUIMHE SBJSETCS OJHUM U3 Ba)KHEHIIMX
BUJIOB CAMOCTOSITEIbHON pabOThI CTYACHTA B TEUYCHHE CEMECTpa, HEOOXOIUMOMN sl KaUeCTBEHHOM
MOATOTOBKY K POMEKYTOYHOH aTTECTalUH 110 JUCLHHUIIIMHE.

[IpoBeneHne  NpaKTUYECKUX  3aHATUM 1o  aucuumimHe  «OCHOBBI  yIpPaBJIEHUS
nH(pOpMaIMOHHOM 0€30MMaCHOCTHIO» OCYIIECTBIIETCS B CICIYIONUX (opMax:




— aHalW3 TIPaBOBOW 0a3bl, pErIaMEHTHPYIOMIEH JeATEIbHOCTh OpPTaHU3AMK Pa3TMYHBIX
OpraHu3aIMOHHO-TIPABOBBIX (hopM;

— OmOpoC IO MarepuajliaM, PacCCMOTPEHHBIM Ha JIEKUUSX M H3YYCHHBIM CaMOCTOSATEIBHO IO
PEKOMEHI0BAaHHOM JIUTEPATYpE;

— PCLHICHHUC TUINOBBIX PACUYCTHABIX 3a7a4 10 TEMaM,

— aHanM3 ¥ 00CYXIeHNE MPAKTUUECKUX CUTYaIUil 10 TeMaM.

[Tocenienne NpakTUYECKUX 3aHATUM U AKTUBHOE YYaCTHE B HUX SIBJISIETCS 00s13aTEIbHBIM.

[TonroroBka K MPaKkTUYECKUM 3aHATHSAM O0053aTENbHO BKIIOYaeT B ce0s H3yueHUe
KOHCIIEKTOB JICKIIMOHHOTO MaTepuaja W pPEKOMEHJIOBAHHOW JIUTEpaTyphl Uil aJCKBATHOIO
MOHMMAHUS YCIOBUS U crnoco0a pelleHusl 3alaHui, 3alylaHuPOBAaHHBIX IpPENojaBaTeieM Ha
KOHKPETHOE MPaKTUYECKOE 3aHSITHE.

MeTonuueckie  yKa3aHHMs 10 BBINOJTHEHHUIO  Pa3aW4YHbIX  (HOpM  BHEayJAUTOPHOU
CaMOCTOSTENILHOM PaOOTHI

M3ydyeHre OCHOBHOW W JIOTIOJNHUTEIbHOW JUTEpPaTyphbl, a TakKk€ HOPMAaTHBHO-NPABOBBIX
TOKYMEHTOB TI0 JUCHUIUIMHE MPOBOIUTCS HAa PEryJSipHOM OCHOBE B pa3pe3e KaxJoro pasieia B
COOTBETCTBUU C MPUBEIECHHBIMH B 1.5 pabodyeil mporpaMmbl PEKOMEHIAIUSAMU JUIS MOATOTOBKH K
MPOMEXKYTOYHOH arrecTanmmu 10 JucnuiuinHe «OCHOBBI  yIpaBieHHS WH(OPMAIMOHHON
0e3omacHOCThIO». CHHCOK OCHOBHOW U JOMOJHUTENBHON JUTEpaTypbl M 00S3aTelbHBIX K
M3YUYEHUI0O HOPMATHUBHO-TIPABOBBIX JOKYMEHTOB M0 AUCIUIUIMHE TPHUBEACH B 1./ HACTOSIIEH
paboueii mporpammel. CienyeT OT/aBaTh NPEANOYTCHHE U3YUYCHHUI0O HOPMATHUBHBIX TOKYMEHTOB I10
COOTBETCTBYIOIIUM pa3jiejaM JUCIUIUIUHBI TI0 CPABHEHHIO C X aJIalITUPOBAHHON MHTEPIpETALUCH
B yueOHOU JHTEepaType.

Pemenue 3aau B pa3pese pas3nenoB TUCHUTUTHHBI « OCHOBBI yIIpaBICHUS WH(OPMAIMOHHON
0e30MacHOCTBIO» SIBISIETCS CaMOCTOSATENbHOW paboToil oOydaromierocs B ¢opMmMe TOMAIIHEro
3a/IaHMs B CIydasX HEIOCTaTKa ayJUTOPHOTO BPEMEHHM Ha MPAKTUYECKHUX 3aHSATHUAX YISl PEIICHUS
BCEX 3a/lay, 3aIUIAaHUPOBAHHBIX MPENOoAaBaTeNIeM, NPOBOJALIMM MPAKTHUYECKUE 3aHATHS IO
JTUCIIUTIITNHE.

Metoanueckue ykazaHus 10 MOATOTOBKE K MPOMEXYTOYHOM aTTecTaluu

[IpomexxyTounast arrectanus To AUCHUIUIMHE «OCHOBBI yIpPaBJICHHS HHPOPMAIMOHHON
0e30MacHOCThIO» MPOXOAUT B opMe dk3ameHa. [IpuMepHbIi MepeueHb BOMPOCOB K dK3aMEHY IO
nucuurinHe «OCHOBBI  yNpaBiieHUss HH(GOPMAIIMOHHONW O€30MacCHOCThIO» M KPUTEPUHM OLICHKH
OTBeTa 00ydYarolierocs Ha SK3aMeHe JUIsl Iefiel OLEHKH TOCTIKEHHS 3asBICHHBIX HHAWKATOPOB
chopMupOBaHHOCTH KoMMeTeHIuN npuBeaeHbl B coctabe ®OC mo auciuiummae B 1 § padodeit
MIPOTpaMMBlI.

OOyyaromuiicst JOMycKaeTcsl K MPOMEKYTOYHOM aTTeCTAlluy M0 JUCIUILTUHE HE3aBUCHUMO OT
pe3yIbTAaTOB TEKYIIETO KOHTPOJIS.

8. ®OH/I O1IEHOYHBIX CPEACTB MO JUCHHIIHHE

8.1. IlepeyeHb KOMIETEHUHUH € yka3aHHWeM JTanoB UX (GopMHPOBaHUS B mpouecce
OCBOCHUS JMCHHMILINHBI. DOPMBI KOHTPOJIs (hOpMHUPOBAHUS KOMIIETEHIH I

Koa n NHaukaTopbl 10CTHIKEHUS JTansl
HAHMMEHOBaHHUeE KOMIIeTEeHI[UH (popmupoBanus
. dopmMa KOHTPOJIA
KOMITeTeHI U (pa3neJnl
AMCIUNJIMHBI)
ITK-3. Ciocoben NIIK-3.1. Criocoben [TpomexxyToUHBIN
pa3pabarbIBaTh, OTHCHIBATH OM3HEC-TIPOLIECCHI C | KOHTPOJIb:
peann30BhIBATh U Y4eTOM PHUCKa, TPOBOJIUTH IK3aMeH
OIICHUBAaTb KaYeCTBEHHYIO U Tekymmit Temur 1-9
3¢ peKTUBHOCTD KOJIMYCCTBEHHYIO OIICHKY KOHTPOJIb:
MEPOIPUATHIA 110 PHUCKOB. OTpocC Ha
BO3JICHCTBUIO HA NIIK-3.2. Cnocoben MIPAaKTUYECKUX
PHUCK peau3aluu 000CHOBBIBATH MEPOIPUSITHSI 3aHATHUSAX;
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U(PPOBBIX 10 BO3JCHCTBUIO HA PUCKHU TECTUPOBAHUE
pELICHHUIA. Y YIPaBJATh UX pealii3aluei.
HNIIK-3.3. Cnocoben
MPOBOAUTH MOHUTOPHHT
CHCTEMBI YIIPABICHUS
pPUCKaMU, aKTyaJIU3upOBaTh
KapThl PUCKOB 110 OM3HEC-
IpolLeccam U HallpaBJICHUAM
OusHeca.

8.2. [loka3areiu M KPUTEPUH OLEHUBAHUS KOMIETEHIIMA MPHU U3yYeHUH TUCIUIIUHBI,
ONMHCaHNe MIKAJ OleHUBAHUS

8.2.1 Kputepum oieHKH 0TBETa HA IK3aMeHe

(bopmuposanue komnereniuu I[TK-3, uaaukaropsr UITK-3.1, UTIK-3.2., UT1K-3.3)

«5» (0TIIMYHO): O00ydYaroUMiics AEMOHCTPUPYET CUCTEMHbIE TEOPETUUYECKUE 3HAHMA,
NPaKTUYECKHE HABBIKH, BIIA/ICET TEPMUHAMH, JEJIaeT apryMEHTHPOBAaHHBIC BBHIBOJBI M 0000IICHHUS,
IPUBOJIUT MPUMEPHI, NOKA3bIBAET CBOOOJHOE BIJIAJICHUE MOHOJOTMYECKOW PEUbl0 U CHOCOOHOCTh
OBICTPO pearupoBaTh Ha YTOYHSIOLINE BOIIPOCHI.

«4» (xopomo): oOyyaroUMiicss JOEMOHCTPUPYET MPOYHBbIE TEOPETUYECKUE 3HAHMS,
IPAaKTUYECKHE HABBIKY, BJIaJIeeT TEPMUHAMH, J€JIaeT apIryMEHTUPOBAaHHbIE BBIBOJIbI U 0000IIEHN,
IOPUBOAUT IMPUMEpPHI, MOKa3bIBaeT CBOOOJHOE BIJIAJCHUE MOHOJIOTMYECKOM PEuYblo, HO IPU 3TOM
JIeNIaeT HECYyIeCTBEHHbIE OLIMOKM, KOTOpble OBICTPO HCHPABISET CaMOCTOSTEIBHO MM IpU
HE3HAYUTEJIbHOM KOPPEKIMH IIPETIOJaBaTeIEM.

«3» (ynoBJIeTBOPHUTEJIbHO): O0yUaIOLIUICS AEMOHCTPUPYET HEMNIyOOKHE TEOPEeTHUYECKHE
3HaHMS, MpOsBIAET cinabo cHOpPMUPOBAHHBIE HABBIKM AaHAJIW3a SIBICHUW W  IPOLECCOB,
HEJ0OCTATOYHOE YMEHME JEJIaTh apryMEHTUPOBAHHBIE BBIBOJBI U IIPUBOJUTH IPUMEPSHI, TOKA3BIBACT
HE JO0CTaTOYHO CBOOOJHOE BIJIAJIEHUE MOHOJIOTMYECKON peuyblo, TEPMHHAMH, JIOTHYHOCTBIO M
MOCJIEI0BATEIbHOCTRIO HM3JI0KEHUS, JeNaeT OIMMOKHU, KOTOPbIE MOKET HCIPaBUTh TOJIBKO INpPU
KOPPEKLUHU MIPENOIaBaATEIIEM.

«2» (HeyAOBJIETBOPUTEJIBHO): O0yUYalOIIUNACA JAEMOHCTPUPYET HE3HAHUE TEOPETHUYECKHX
OCHOB IIPEIMETA, OTCYTCTBHUE INPAKTUYECKUX HABBIKOB, HE YMEET JENaThb apryMEHTUPOBAHHBIC
BBIBOJIbI U TPUBOJUTH MPHUMEpPbI, MOKa3bIBaeT ci1aboe BIAJEHUE MOHOJIOTHYECKOM peublo, He
BIIQJICET TEPMUHAMH, IPOSBILIET OTCYTCTBHE JIOTMYHOCTH M IIOCJIENOBATEIBHOCTH H3JI0KECHHUS,
JenaeT OmMOKH, KOTOphle HE MOXKET HCHPaBUTh Jake IpPU KOPPEKIUH MpernojaBaTesieM,
OTKa3bIBAETCS OTBEYATh HA JOTIOJHUTEIBHBIE BOIPOCHI.

8.2.2 Kputepuu oueHkH padoThl 00y4aromerocs Ha NPaAKTHYECKUX 3aHATHAX
(bopmuposanue komnereniuu [1K-3, unaukaropsr UT1K-3.1, UTIK-3.2., UTTK-3.3.)

«5» (OTJIM4YHO): BBINOJHEHbl BCE IPAKTUYECKHE 3aJaHus, MPEJyCMOTPEHHBIE
NPaKTUYECKUMHU 3aHATUAMHU, OOydaroluiics 4eTko U 0e3 OomMOOK OTBETHJI Ha BCE KOHTPOJIbHBIE
BOIIPOCHI, aKTUBHO pabOTaJl Ha MPAKTHUYECKUX 3aHATHIX.

«4» (Xopomio): BBIIOJIHEHBl BCE IMPAKTUYECKUE  3aJaHUsl, IPEAYCMOTPEHHBIE
MPAKTUYECKUMH 3aHATHSAMH, 00ydaroluiics ¢ KOPPEKTUPYIOIIMMHU 3aMEYaHUSIMHU MperoaBaTess
OTBETUJI Ha BCE KOHTPOJIbHBIE BOMPOCHI, TOCTATOYHO aKTUBHO padOTal Ha MPAKTUUYECKUX 3aHATHUSX.

«3» (Y10BJIETBOPUTE/IBHO): BBIIIOJHEHBl BCE MPAKTUYECKUE 3aJaHMS, IPEITyCMOTPEHHbIE
MPAKTUYECKUMH 3aHATHSAMH C 3aMEYaHMSIMM TpenojiaBares; oOydyaloluiicsi OTBETUJ Ha BCE
KOHTPOJIbHBIE BOIIPOCHI C 3aMEYaHUSIMHU.
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«2» (HeyI0BJIETBOPUTEIBHO): 00y4JaIOUINiiCsS HE BBHIIOIHUI MM BBIIOIHUI HEMPABUIBHO
NPaKTUYECKHE 3aJaHus, MPEAyCMOTPEHHBIC MPAKTUYECKUMHU 3aHATUAMHU; OOYYaIOIIMNACS OTBETHII
Ha KOHTPOJIbHBIE BOIIPOCHI C OMIMOKAMH UJIM HE OTBETHII HA KOHTPOJIBHBIE BOIIPOCHI.

8.2.3 Kputepuu ouleHKM TeCTUPOBAHUS
(bopmuposanue komnereniuu [1K-3, unaukaropsr UI1K-3.1, UTIK-3.2., UTIK-3.3.)

TectupoBanue OIEHUBACTCS B COOTBETCTBUH C MPOLIEHTOM MPAaBUIBHBIX OTBETOB, JaHHBIX
00yYaromuMcsi Ha BOTIPOCHI TECTA.

CranpmapTHasi IIKaja COOTBETCTBHS PE3yJbTAaTOB TECTUPOBAHHS BBICTABISEMON OaJUIbHOM
OLICHKE:!
— «OTJIMYHO» - CBbIIIE 85% IMpaBUIIbHBIX OTBETOB;
— «xoporto» - oT 70,1% no 85% npaBuiIbHBIX OTBETOB;
- «YIOBJIETBOPUTETBHO» - OT 55,1% 110 70% npaBUIIbHBIX OTBETOB;

— ot 0 10 55% npaBUIbHBIX OTBETOB — «HEYAOBIETBOPUTEIIHHO
«5» (OTJIMYHO): TECTHPYEMBIil IEMOHCTPUPYET CUCTEMHBIC TEOPETUUCCKUE 3HAHUS, BIaJCET

TepMUHAMHU U 00J1aJIaeT CIOCOOHOCTHIO OBICTPO pearupoBaTh Ha BOMPOCH TECTA.

«4» (X0pom10): TECTUPYEMBIN B 1IEJIOM JEMOHCTPUPYET CUCTEMHbIE TEOPETUUECKUE 3HAHMS,
BJajiceT OOJNBIIMHCTBOM TEPMUHOB M 00JIAAaET CIIOCOOHOCTBHIO OBICTPO pearupoBaTh HAa BOMPOCHI
TecTa.

«3» (YIOBJICTBOPHMTEJIBHO): CHCTEMHBIE TEOPETHUECKHE 3HAHHUS Yy TECTHPYEMOIO
OTCYTCTBYIOT, OH BJIa[ICET HEKOTOPBIMM TEPMUHAMHU U Ha BOIPOCHI TECTA PEarupyer IOCTATOYHO
MEJIEHHO.

«2» (HeyIOBJIETBOPUTEIbHO): CHCTEMHBIE TEOPETUYECKHME 3HAHHUA Y TECTHUPYEMOIO
OTCYTCTBYIOT, TEPMUHOJIOTHEN OH HE BJIa/IEET U Ha BOIIPOCHI TECTA pearupyeT MeJIEHHO.

8.24. MWrToroBoe cOOTBeTCTBHE Oa/UVIbHOW IIKAJAbI OLEHOK M  YpPOBHeii
copMHPOBAHHOCTH KOMIIETEHUMH N0 TUCHMILVIHHE:

YpoBenb
chopMHUPOBAHHOCTH Ouenka IosicHenue
KOMIETEHIINHU

TEOPETHUUECKOE COACPKAHUE U MPAKTUYECKUE HABBIKU MO
S JIUCLHUIUIMHE OCBOEHBI MIOJIHOCTHIO;
Bricokuit BCE€ MPEIYCMOTPEHHBIE MPOTPaMMOI 00yUueHHUsT yueOHbIe

(oTnnyHO)
3a/1aHMS BBITIOJIHEHBI HA BEICOKOM YPOBHE;
KOMITETEHIINU chOPMUPOBAHBI
TEOPETUIECKOE COJIEPKAHUE U MPAKTHICCKHE HABBIKU TI0
by JUCLUIUIMHE OCBOEHBI TOJHOCTHIO;
Cpennuit (xopoto) BCE MPEIyCMOTPEHHBIE POrpaMMoi 00ydeHus yueOHbIe

3a/1aHHS BBIITOJIHEHBI C HE3HAYUTEIbHBIMU 3aMEUaHUSIMU;
KOMITETEHIIMH B 11EJIOM C(hOPMHPOBAHBI

TEOPETUUECKOE COAECPKAHUE U IIPAKTUUYECKUE HABBIKU 110
JUCLUIUIMHE OCBOEHBI YaCTUYHO, HO MPOOENbl He HOCST
Gy CYIIECTBEHHOI'O XapaKTepa;
Y 10BIETBOPUTENBHBIN OOJBIIMHCTBO NIPEyCMOTPEHHBIX IporpamMmon
(YIIOBIETBOPUTEITHHO)

o0yueHHss y4eOHBIX 3aJad BBIIOJIHEHO, HO B HHX
HMEIOTCS OIINOKM,
KOMITCTEHIIHU C(OPMUPOBAHBI YACTHIHO

TEOPETUYECKOE COJCPKAHUEC U TPAKTHUECKUE HABBIKH 110
O JUCLUIUIMHE HE OCBOCHBI;
HeynosnerBopurtenbHbIN OOJBIITTHCTBO MPeyCMOTPEHHBIX MpOrpaMmont
(HEeyIOBIIETBOPUTENHHO) N
00yueHusT yI9eOHBIX 3aJaHi JTHOO HE BHITIOTHEHO, OO0
COJICPKUT TPyObIe ONTHOKH;
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JOTIONTHUTENbHAS. ~ caMOCTosATeNbHas ~ pabotra  Hanx
MaTepHajIoM HE NPUBOJAUT K KAKOMY-IMOO 3HAYMMOMY
MOBBIIICHHUIO Ka4eCTBA BBIIIOJIHEHHS yUeOHBIX 3aJaHNH;
KOMIIETCHIIMU HE ChOPMHUPOBAHBI

8.3. Metoanyeckue MaTepuajbl (THIOBbIe KOHTPOJbHbIE 3aJaHNs), ONpeIeIsiionne

pe3yJbTaThbl 00y4eHHs M0 JUCHHUILINHE, COOTHECEHHbIE ¢ HHAUKATOPAMH J0CTHKECHHA

KoHTtposbHbIE 3a1aHUs, IPUMEHSEMbIE B paMKaxX TEKYILEro KOHTPOJIS U IIPOMEKYTOUYHOU
aTTeCTalllU IO JUCLMIUIMHE, HOCAT YHUBEPCAIBHBIM XapaKTep W MPEAyCMaTPUBAIOT BO3MOXKHOCTh
KOMIUIEKCHOW OLIEHKM BCEro HaOOpa 3asdBJIEHHBIX [0 JAaHHOW JWUCLUUIUIMHE HHAWKATOPOB
c(OpPMHPOBAHHOCTU KOMITETEHLIUH.

8.3.1. Tekyuuii KOHTPOJIb (PA00OTA HA MPAKTHYECKUX 3AHATHAX)
(bopmuposanue komnereniuu [1K-3, unaukaropsr UI1K-3.1, UTIK-3.2., UTIK-3.3.)

IIpumepHBbIii NepeYeHb BONPOCOB I 00CYK/AeHUS

Tema 1. Brenenue B nuHhopMainoHHy0 0€30IaCHOCTh

KoHTposibHBIE BOIIPOCHL:

1. lanuble u nHopmanus.

2. CpoiicTBa nHpOpMALIUH.

3. Bunst u opmbl npeacraBneHuss HHPOpMAIUH.

4. Nadopmanus Kak 00bEKT 3alUTHI.

5. llenu, MexaHWU3Mbl, HMHCTPYMEHTapHii, OCHOBHBIC HamNpaBlieHUs HHPOPMAIMOHHON
0€30MacHOCTH.

3amaHue 175 CaMOCTOATENbHON paboThI:

[IpoBeanTe MUCKyCCUIO Ha MpeaMeT HH(pOpMAIMK Kak 00BEKTa 3alIUThI.

Tema 2. OobGecneyenne WHGOPMAIMOHHONW O€30MacHOCTH O0IIecTBa Kak OCHOBA
roCyJIapCTBEHHON MH(GOPMAIIMOHHON TTOJIUTUKU

KoHTpobHBIE BOPOCHI:

1. l'ocynapcTBenHast nH(GOpMaLIMOHHAs MOJIUTHKA.

2. OcobGeHHOCTH TOCYAapCTBEHHOM NH(OPMAIIMOHHOM MOIUTHKH B cOBpeMeHHOI Poccun.

3. UndopmanimoHnHas arpeccus ¥ CriocoObl €e HeHTpan3alniu.

4. Bunsl obecriedeHus 3aluThl HHGOPMAIIHH.

3aaHue A cCaMOCTOSITENIbHOM pabOThI:

[IpoBeanTe OUCKYCCHIO Ha MpeAMeT OCOOEHHOCTEH TrocyIapCTBEHHOM WH(pOpMAlMOHHON
IIOJINTHKYU B COBPEMEHHOM Poccuu.

Tema 3. UndopmannonHas 6e30macHOCTh Kak MpeaMeT (puiaocodcko-moIuToNI0rnYecKoro
OCMBICJICHUS

KoHTpobHBIE BOIPOCHI:

1. Onpenienenust MOHATHS «0€30MaCHOCTBY MPeICTaBUTENEN Pa3HbIX PUIOCO(PCKUX HIKOJI.

2. JluHaMuKa pa3BUTHUS MOHATUHHOTO anmapara «0e30MacHOCThY.

3. Kimaccudukanus nHGOPMAIIMOHHBIX CHCTEM B 00BEKTOB, MOJIEIb KJIaCCU(PUKAIINH.

3agaHue A1 CaMOCTOSITETbHON pabOThI:

[IpoBenuTe NUCKyCCUIO Ha MPEAMET Pa3BUTHS MOHATUWHOTO anmapara «0e301MacHOCTbY.

Tema 4. IndopmarmonHas BoifHa: CyIIHOCTh, pA3HOBUIHOCTH, CPEJCTBA U METOJIbl BEACHUS

KoHTposibHBIE BOITPOCHI:

1. ITonsATHS «MHPOPMALIMOHHAS BOWHAY, «MH(OPMAIIMOHHOE OPYKUEY.

2. PazHoBHIHOCTH MH(OPMAITMOHHON BOMHBI.

3. TeXHOJIOTMH MAaHUIYJISITUBHOT'O BO3/I€HCTBUS.

4. IcTOYHUKH yTPO3.

5. Bugsl yrpos.

3agaHue J1s CaMOCTOSITEIIbHOM PaOOTHI:

[IpoBeanTe MUCKyCCUIO HA MPEIMET UCTOYHUKOB U BHIOB MH()OPMAIIMOHHBIX yTPO3.

Tewma 5. UndopmarnimonHas 6€30macHOCTh MOJIUTHYECKOTO MMPOCTPAHCTBA
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KoHTpobHBIE BOIPOCHI:
1. IToHsiTHE MOTUTUYECKOE TPOCTPAHCTBO.
2. NadopmaninoHHOE MPOCTPAHCTBO MOJIUTHKH.
3. CyObexTsl ”HPOPMAITMOHHOTO POCTPAHCTBA MOIUTHKH.
4. [TpuHIMIIBI ¥ TEXHOJIOTUU O0ecTieueHus: MHPOPMAITMOHHON 0€3011aCHOCTH.
3aianue A CaMOCTOSITENIbHOM paboThI:
[IpoBeanTe MUCKYCCHIO O TEXHOJIOTUSX oOecrieueHnst MH(POPMALIMOHHOI 0€301acHOCTH.
Tema 6. UndopmanrionHasi OTBETCTBEHHOCTh CYObEKTOB MOJUTHUYECKUX OTHOIICHUN
KoHTposibHBIE BOITPOCHI:
1. CyObeKThl NOJUTHKYU C TOUYKH 3PEHUSI TPAJAULIMOHHON TIOJIUTOJIOTUH.
2. Ocobennoctu u 3HadeHue CMMU kak cyObeKkTa MOJUTUKH HAa COBPEMEHHOM JTare
pa3BUTHs 00IIECTBA.
3. Tpanchopmaniys poiau TPaAUIIMOHHBIX MOJUTHYECKUX UHCTUTYTOB.
4. NudopmanimoHHOE TPOCTPAHCTBO, MMOPOKAAEMOE CYOBEKTOM TOJUTHKHU.
3amaHue 175 CaMOCTOSTENBbHOM paboThI:
[TpoBeaunTe nuckyccuio 0 HHGPOPMAIIMOHHOM IMTPOCTPAHCTBE CYOBEKTA TOJIUTUKH.
Tema 7. DxoHOMUKa HH(DOPMALIMOHHON OE30MACHOCTH
KoHTposibHBIE BOIIPOCHL:
1. OObekTHBHBIE U CyOBEKTHBHBIE BEPOSTHOCTU pealu3allid yrpo3 TMOCPEICTBOM
YSA3BUMOCTEHN M X OLICHKA.
2. VI3mMepeHue pucKOoB, IIKaJIbl PUCKOB.
3. TeXHOJIOTUU OLIEHKH YI'PO3, YA3BUMOCTEN, PUCKOB U IIOTEPb.
4. Metoauka BbIOOpa KOMIIOHEHTOB CHCTEMBI 3alllUThl MHGOpMAllMU U MperoiaraeMas
oreHKa ee 3((HEeKTUBHOCTH.
5. DkoHOMHYECKHE TTPOOIIeMbl HH(POPMAIIMOHHBIX PECYPCOB.
6. DxoHOMHUYECKasi 6€301acHOCTb.
3agaHue A CaMOCTOSTEIbHON pabOThI:
[IpoBeauTe NUCKYCCUIO O TEXHOJIOTHUSX OLIEHKHU YIpO3, YSI3BUMOCTEN, PUCKOB U OTEPD.
Tema 8. Texuuueckue cpeCcTBa 3aLIUTH HH)OPMAIH
KoHTposibHBIE BOIIPOCHL:
1.  VerpolictBa ©  CHUCTEMBI  NPOTHBONPABHOIO  INPEAHAMEPEHHOIO  OBJIAACHMS
KOH(pUACHIIMAIbHON HH(DOpMaIHeH.
2. TexHUUYECKUE CPe/ICTBA 3alUThl 0OBEKTOB.
3. MHKeHepHO-TeXHUUYEeCKasl 3aluTa.
4. Metoabl U CpeAcTBa 3alIUTHl HH(POPMALIUU OT CITy4ailHbIX BO3AECHCTBUIA.
5. MeTo/pl 3a1uThl HH(GOPMAIUK OT aBapUIHBIX CUTYAIU.
3agaHue A CaMOCTOSITETbHON pabOThI:
[IpoBenuTe NUCKYCCUIO O TEXHHUYECKUX CPEACTBAaX 3alUThl HHPOPMAIIMOHHBIX 0OBEKTOB.
Tema 9. CpencrBa 3amuTel MH(pOpPMAUMK B aBTOMAaTH3UPOBAHHBIX HH(OPMAIIMOHHBIX
cucTemMax
KoHTpobHBIE BOIPOCHI:
1. CpenctBa 3amuThl MHQOpPMAIMK: TEXHUYECKHE, MPOrpaMMHBIE, KpUIITOrpapuuecKue,
OpraHM3al[OHHBIE, 3aKOHOAATEIIbHBIE.
2. ABTOMaTH3MPOBAHHbIE CPE/ICTBA 3aLIUTHl HHPOPMAIUH.
. Cuctemsl ynpaBjieHUs OJIUTUKON 0€3011acHOCTH.
. BeruncnurenbHbIE CETH.
. CereBble MOZIENIN JOCTYyTA JaHHBIX.
. ApxuTekTypa «haia-cepBepy.
. ApXUTEKTypa «KIMEHT-CEPBEPY.
. OrajmonHas moaeis OSI.
9. IlepcoHanbHebIe, JIOKAIbHBIE, KOPIPATUBHBIC, PETUOHATBHBIE U TII00aTbHBIC CETH.
10. BuptyanbHble ceTH.
3agaHue A1 CaMOCTOSITETIbHON pabOTHI:
[IpoBenuTe NUCKYCCUIO O CHCTEMaX yNpaBiICHUS MOJIUTUKON O€30MacHOCTH.
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Tema 10. OcHOBBI 3alIIUTHI JAHHBIX [IEPCOHAIBHOIO KOMIIBIOTEPA
KonTposibHBIE BOMPOCHI:
. Bo3amoxHbBIe TyTH yTeuKn HHGOPMAITUH.
. [IporpaMMbl KOHTPOJIS ¥ pa3rpaHUYEHUs 10CTyMa K HHGOpMaIuu.
. PesepBHOE KOTIMpOBaHKE, KOHTPOJIb MTOJIB30BATENICH, 3amUTa (PAIJIOB U MATOK.
. Cuctemsl 3ammTsl napoisiMu Windows. [Ipoduau u maponu mojs30BaTenen.
. PasrpannueHune oJIHOMOYHMI 0JIb30BATEIICH.
. KonTpons nenoctHocT mporpaMMHOro obecrnedeHus: 1 HtHPOpMaIiu.
. Ay6nupoBanue nHbOpMaIIIH.
. CereBast 3amura (ailJioB 1 Marmok.
. [IporpaMMbl aIMUHUCTPUPOBAHHSI.
3amanue A1 CaMOCTOSITETbHON pabOTHI:
[IpoBeauTe NUCKYCCHUIO O LIEJIOCTHOCTU MPOrPaMMHOTO oOecrieueHus: 1 HHpOopMaluH.
Tema 11. OcHoBbl 6e30macHocT B UHTEpHETE
KoHTpoibHbIe BOIPOCHI:
1. Knaccupukanusi yIaneHHBIX aTak: IO CICHAPHIO, [0 L[EeIH, M0 XapakTepy
B3aMMOJICHCTBHS C KEPTBOU.
2. Knaccel yiajaeHHbIX aTak.
. Bupycol 1 TpostHCKHE TPOTrpaMMBI.
. OTKa3 B 00CITy)KUBaHHH.
. ATaky Ha MapUIPyTU3AIUIO.
. Ataku Ha cepBepbl: CGl u HTTP.
. Ataku Ha kineHTOB: ActiveX, Java.
. [lepentotaenne Oydepa.
9. [laccuBHBIE aTaKu.
10. AKTHUBHBIE aTaKwy.
11. IIporpaMMHBIE CpeACTBA 3aIIUTHI.
12. CpenctBa 3amuThl Tpaduka.
3aanue A CaMOCTOSITENEHOM pabOThI:
[IpoBeauTe NUCKYCCUIO O YAATEHHBIX HHPOPMAIIMOHHBIX aTaKax.
Tema 12.  Metononoruss ~ MOCTPOEHUS  3AUIUIICHHBIX  aBTOMAaTHU3UPOBAHHBIX
WH()OPMAIIMOHHBIX CUCTEM
KoHTposbHbIE BOTPOCHI:
. Kpurepuu 3ammmieHHOCTH.
. Be16op KoHIIeNTyanbHOM MOAETU MOCTPOSHUS 3aIHUTHI.
. OCHOBHBIE TPUHITUIIBI TOCTPOCHUSI 3AIUTHOW 000JIOUKH.
. Mopenp 31eMeHTapHO! 3allHThI.
. Moneiar MHOTO3BEHHON 3alIUThI.
. MHOrOypoBHEBas 3aIlUTA.
. Meton moctpoeHus 3amuThl HHGOPMAITUU B CUCTEMax C pacmlpeereHHON 00paboTKoi
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JaHHBIX.

8.3.2. Texkyumuii KOHTPOJIb (TECTHPOBaHHUE)
(bopmuposanue komnereniuu [1K-3, unaukaropsr UTTK-3.1, UTIK-3.2., UTTK-3.3.)

IIpuMepHBbIe BADHAHTHI TECTOBBIX 3aaHUI

Tecr 1.
1. Mepb! 3amUTH HTHPOPMAITMOHHOM 0€30MacHOCTH HaMpaBlIeHBI Ha 3aIIUTY OT:
1 HaHeceHUs HeMPUEMIIEMOTO yiepoa;
2. HaHeceHUs J00oro yiiepoa;
3. BaHgaJM3Ma.
2. UTo U3 MEpEeYucICeHHOTO HE OTHOCHUTCS K YUCIY OCHOBHBIX aCTIEKTOB HH(OPMAITMOHHOM
Oe3omacHoOCTH?
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. JOCTYTIHOCTB;
. IEJIOCTHOCTB;
. KOH(UICHIIMATLHOCTB;
. IPaBIUBOE OTPaKEHUE ACHCTBUTEIHLHOCTH.
. Uro Takoe 3ammTa uHGOopmMamuu?
. 3alIUTa OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIa K HH(GOpMAIIUK;
2. BBIITYCK OPOHUPOBAHHBIX YIIAKOBOK IS JHCKOB;
3.KOMILJIEKC MEPONPUATUI, HAPAaBICHHBIX Ha oOecnieueHrne nHHOpMalnOHHON
0€30MacHOCTH.
4 Yro noHMMaeTcs 1ol HHPOPMAMOHHONW O€30MacHOCThIO?
1.3amuTa 310pOBBS IEPCOHATIA;
2.3a11UTa OT HAaHECEHUS HEPUEMIIEMOT0 yiiepoa cyobekTaM nH(OPMAIIMOHHBIX OTHOIICHHIA;
3.06ecneyenne nHGOpMaMOHHON He3aBucuMocTH Poccum.
5. CaMbIMH OITaCHBIMU YTPO3aMHU SIBJISIFOTCSL:
1. HenmpeqHAMEpEeHHBIE OIMOKH TATHBIX COTPYTHUKOB;
2. BUpycHbIe HH(EKINH;
3. aTaku XaKepos.
6. lybnupoBaHue COOOIICHUH SBISETCS yTPO30il:
1. noctynHocTu;
2.KOH(UICHINATIBHOCTH;
3. LIEJIOCTHOCTH.
7. ArpeccuBHOE MOTPEOICHHE PECYPCOB SBIISIETCS] YTPO30M:
l.1ocTynHoCTH;
2.KOH(GUICHINATIBHOCTH;
3.11€JIOCTHOCTH.
8. Cornacno 3akony «O0 undopmaruu, nHbopmaruzanuu u 3amure Mapopmarmm»
NePCOHAJbHbBIE JaHHBIE — 3TO:
1.cBenenus o hakrax, COOBITUSAX U 0OCTOSATENLCTBAX KU3HU IPAXKAAHUHA, TIO3BOJISIONINE
UEHTU(PHUIHUPOBATH €TO JIUYHOCTD;
2. TaHHbIE, XpaHSIIIKUECs B IEPCOHAIIBHOM KOMIIBIOTEPE;
3. naHHbIE, HAXOAIIMECS B YbeH-THO0 NEePCOHATBHON COOCTBEHHOCTH.
9. Yrto Henb3sl OTHECTU K (DYHKLHSAM, BBIMOIHIEMbBIM CITy>K00M 3a1iuThl UHpOpMALIUK:
1. duHaHCOBOE OOecTeueHne AeATEIbHOCTH OPraHU3aliu;
2. opranu3anus 00yueHus repcoHalia rmpaBuiaM coOI0ICHUS U MOACPIKaHU
3.uHbOpMaLIMOHHOM Ge30MacHON AeATENIbHOCTH MPEANIPUSITHUS;
4. MarepHalbHO-TEXHUYECKOE U TEXHOJIOTWUYECKoe obecreueHue HHPOPMaAIMOHHOM
0€30I1aCHOCTH Ha MPEANPUATHH.
10. I'maBHast uenp Mep 1o 3amuTe HHPOpMaIUH, MPeANPUHIMAEMbIX Ha aIMUHUCTPATUBHOM
YpOBHE:
1. copmupoBaTh mporpamMmy 6€30MaCHOCTH U 00ECIIEUUTh €€ BHITIOJHEHNUE;
2. BBITIOJIHUTD MOJIOKEHHS ISHCTBYIOIIEr0 3aKOHOAATENbCTRA;
3 OTYHUTATHCS TEepe]T BBIIIECTOSIIUMI WHCTAHITUSMH.
11. B yncno ueneit NoMMTUKN 6€30MaCHOCTH BEPXHETO YPOBHS BXOJIHT:
1. pemieHue copMUpPOBATH WIH IEPECMOTPETH KOMIUIEKCHYIO MMPOrpaMmy O€30MacHOCTH;
2.06ecnieueHue 6a3bl A1t COOMIOCHNS 3aKOHOB U TIPaBUIT;
3. obecnieueHre KOHPUICHITMATFHOCTH MTOYTOBBIX COOOIICHHH.
12. Kakue BUJIbI CTpaxoBaHUs B paMKax CUCTEMBbI 3allUThl HH()OPMAIH BO3MOKHBI
1. cTpaxoBaHMe UMYILIECTBA U JINYHOE CTPAXOBAHMUE;
2. CTpaxoBaHHE UMYIIECTBA, OTBETCTBEHHOCTH U JINYHOE CTPAXOBAHUE;
3. cTpaxOBaHHME UMYIIECTBA U OTBETCTBEHHOCTH.
13. B yncno 3TanoB KU3HEHHOTO IIHKJIa HHPOPMAITMOHHOTO CEPBUCA BXOJIAT:
1.3aKkymnka;
2.mpoaaxa;
3.BBIBEICHUE U3 IKCILTyaTaluu.
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14.Y1iep6 oT pa3inu4HbIX PUCKOB MOTEPU MH(OPMAIH BKIIIOYAET
1. npsiMble 1 KOCBEHHBIE YOBITKH;
2. yOyUIEHHYIO BBITOJY IIPEAIIPUATHS OT IPOCTOSI aTAKOBAaHHOI'O Y314,
3. npsiMble YOBITKH OT IIOHECEHHOTO ylepoa.
Tecr 2
1. [TonuTuka 6€30MaCHOCTH:
1.¢ukcupyeT npaBuia pa3rpaHHUEHHS TOCTYTIA;
2.0TpakaeT MOAX0J] OpraHU3alMHy K 3allUTe CBOMX HHPOPMALIMOHHBIX aKTUBOB;
3. OIUCBIBAET CIIOCOOBI 3aIUTHl PyKOBOACTBA OPraHU3ALMH.
2.B uyucno 3TanoB mpolecca IJIAHUPOBAaHUS BOCCTAHOBMUTEIBHBIX pabOT IoOCiE pealu3aluu
yrpo3
BXOJISIT:
1 .BBIsIBIIEHUE KPUTHYECKU BaKHBIX (DYHKIUI opraHu3anuy;
2.o1mpeieneHnsl IEPEUHs BO3MOXKHbBIX aBapuil;
3. NIpoBeICHUE TECTOBBIX aBapHil.
3.B uuciio npuHIUMNOB PU3NIECKON 3alTUTHI BXOIAT:
1.6ecronaiHBIN OTIOP;
2.HENPEPHIBHOCTD 3alllUThI B IPOCTPAHCTBE U BPEMEHH;
3 .MUHMMM3ALUS 3aIUTHBIX CPEJCTB.
4. Ilpu oueHke puckoB MH(POpMALMOHHONW 0€30IaCHOCTH HE IO JABYM, a MO TpeM (akTopam
KaKOH JIOTIOJIHUTENbHBIN (aKTOp yUHUTHIBAETCS
1. uena norepu;
. BEPOSITHOCTb ITPOUCILIECTBHS;
. BEPOATHOCTb YI'PO3BI.
. K xakomy cnioco0y B0o3A€HCTBUS Ha PUCK OTHOCUTCS CIIOCOO CTPaXxOBaHUE PUCKOB
. UICKJIIOUEHHE pUCKa
. CHIDKEHHsI BEPOSTHOCTH BOZHUKHOBEHHUS PUCKa
. COXpaHEHHE CYIIECTBYIOIIEr0 YPOBHS pUCKa
. MOHUTOPUHT, IPOTOKOJIMPOBAHUE U AYJUT MOTYT UCIIOJIb30BAThCS JUIA:
. mpenynpexaeHus Hapyuenuin Nb;
. OOHapy’KeHHe HapyIlleHul;
. BoccTaHoBJIeHue pexxuma Mb.
7. B 4nci0 OCHOBHBIX MPUHIIMIIOB ApXUTEKTYPHOIH 0€30MacHOCTH BXOJAT:
1.mpumeHeHne HauboJee NepeioBbIX TEXHUYECKUX PEIICHUN;
2. IpUMEeHEeHHE TPOCThIX anpOOHMPOBAHHBIX PEIICHUH;
3.coueTaHue MPOCTHIX U CIOXKHBIX 3AIIUTHBIX CPEJICTB.
8. KOHTpOJIb 1ENOCTHOCTH MOYKET MCIIOIb30BaThCS IS
1. mpexynpexaeHus HapyeHni nHPOPMaITMOHHOM 0€30MacHOCTH;
2.00HapyXeHusl HapyIIeHUH;
3.JI0KaIu3alyy MOoCaeACTBUN HapyIIEHUN.
9.06ecnedenHne BHICOKOH TIOCTYITHOCTH MOYXHO OIPaHUYHUTh:
| . KpUTHYECKH BaXKHBIMH CEPBEPAMH;
2.ceTeBBIM 000PYI0BAHHEM,;
3. BCeH LIEMOYKOM OT MOJIb30BATENEH JO CEPBEPOB.
10 IIpenmetHast o6nacth «3amuTa uHpopmarumn» corinacio 'OCT P 50922-96 — sro:
1. mesaTensHOCTH (TIpOIIeCcC), HapaBJIeHHAs HA MPEJOTBPAIICHNUE YTEUKU
3anumaemMoi nHdopmarmy;
2.crienManu3anpoBaHHasl OpraHu3allus;
3.3TO CaMOCTOSITENIBHOE CTPYKTYPHOE MOIPA3EIICHUE B paAMKaX A€ATEIbHOCTH OpraHU3allH,
TECHO CBsI3aHA CO CIyKO0aMH OXpaHbl U OOBEKTOBOTO PEXHMMA, COCTABISIET OCHOBY BCEil
cUCcTeMBbl o0ecrieyeHuss HH(POPMALIMOHHOMN 0€301acHOCTH.
11. K opranu3anmoHHBIM 3a1a4aM U (QYHKITUSM CITY>KOBI 3aIUTHl HH()OpMaIun
HE OTHOCHUTCS:
1. pa3pa®oTka MPOEKTOB 3aLUTHI sl KaKAO0r0 BUIa 0€30IIaCHOCTU UX peanu3anus

W N = O\ WN = W W
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IprUeMKa U KOHTPOJIb X MOCTOSHHON paboTOCIOCOOHOCTH;
2. opraHM3amnys TPOBEICHHUS COBMECTHO C APYTUMH TOJPA3NEICHUSIMH MEPONPHUITHIA B
OTHOILICHUH KOHKYPEHTOB,

3. B3aUMOJICHCTBUS C IPABOOXPAHUTEILHBIMU OpPraHaMU;
4. oxa3aHHe yNpaBIEHYECKUX BO3CHCTBUN HA CO3/1aHUE/ TIOAJIEPIKKY
CBOEBPEMEHHOW PEOPraHU3aliy CTPYKTYPHI yIIpaBJIeHUs] 0€301aCHOCTH
HPEATIPUSTHSL.

12. KakoBbl TpeOOBaHUS K TEXHOJIOTHH YIIPABJICHUS 0€3011aCHOCTHIO?

1.cOOTBETCTBHE COBPEMEHHOMY YPOBHIO pa3BUTHS HH(DOPMAIIHOHHBIX TEXHOJIOTHIA;

2. BBIJICJIEHUE MAaKCUMAJIBHO BO3MOKHBIX CPEJICTB Ha 3alIUTy UH(OPMAIINH;

3. Hanmmuue 000COOIEHHBIX CYyOBEKTOB B MH()OPMAITMOHHOM CHCTEME.

13. Ha uem nomxHO 6a3upoBaThCs MpaBoBoe odecneueHne nH(HOpMaIMOHHON 0€30MacHOCTH:
1. coOuroIeHre TPUHIUITOB 3aKOHHOCTH;

2. KOMIUIEKCHOCTH U UHIUBUAYAJIbHOCTH;

3. CHCTEMHOCTH IMOJIXOJIOB;

4. baylaHce MHTEPECOB B MHPOPMAITMOHHOM chepe.

14. [eiictBusi 3akoHa -O JUICH3UPOBAHUM OTACIBHBIX BHIOB jedTenbHOCTHl He

pacrpocTpaHsieTcs Ha:

1.1€4TeNbHOCTD M0 TEXHUYECKOM 3aliTe KOH(PHICHIIMATbHON HH(OPMAIIUH;
2.00pa3oBareibHyI0 JeSTEIbHOCTh B 00JIACTH 3alIUThl HH(POpPMALUY;

3.mpeocTaBlieHUe yCIyr B 00acTu mmdpoBanus nHGOpMaIU.

8.3.3. IIpoMe:kyTOUYHBII KOHTPOJIb (BONPOCHI K IK3aMeHY)
(bopmuposanue komnereniuu [1K-3, unaukaropsr UTTK-3.1, UTIK-3.2., UT1K-3.3.)

[IpuMepHbIe BONPOCHI K IK3aMeHy

1. Nannbie 1 uHGOpMAIIHSL.

2. CaoiicTBa HH(OpMALIUH.

3. Bunsr u hopmbl peacTaBneHuss HHGOPMAIUH.

4. Undopmanus kak 0OBEKT 3aIIUTHI.

5. DLenu, MexaHW3Mbl, HWHCTPYMEHTApui, OCHOBHBIC HamNpaBlIeHUS WHHOPMAIMOHHON
0€30MacHOCTH.

6. l'ocynapctBeHHas nHGopMallnoOHHAas! MOJTUTHKA.

7. OcobeHHOCTH rocy1apcTBEHHONH MH(POPMALMOHHOW MOJIUTHUKU B COBpeMeHHoi Poccuu.

8. UndopmarmonHas arpeccus ¥ CrocoObl ee HeHTpain3aIuu.

9. Buspl obecnieueHus 3auThl HHGOpMaIUH.

10. Onpenenenust MOHATHS «0€30MTACHOCTRY MPECTABUTENEH Pa3HbIX (PHIIOCOPCKHUX TITKOIT.

11. Jlunamuka pa3BUTHUS TIOHATUHHOTO arapara «06e30MacHOCTbY.

12. Knaccudukanust "HQOPMaIMOHHBIX CUCTEM U 00BEKTOB, MOJIETTh KJIaCCHU(DHUKAITUN.

13. [onsaTus «uH(pOpMaAMOHHAS BOMHAY, «MH()OPMAILIMOHHOE OPYKHUE».

14. Pa3HOBUAHOCTH UHPOPMAIIMOHHOM BOWHBI.

15. TexHOIOTMH MAHUITYISITUBHOTO BO3/IEUCTBUSI.

16. UcTtounuku yrpos.

17. Buns! yrpos.

18. [ToHsITHE TOAUTUYECKOE MPOCTPAHCTBO.

19. MndopmanimoHHoe MPOCTPAHCTBO MOJIUTHKH.

20. CyOBexThl HHGOPMAITMOHHOTO MPOCTPAHCTBA MOTUTHKH.
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21. IIpuHIIUTIBI ¥ TEXHOJIOTHH o0ecrieueHus: nH(pOpMaImoOHHOM 0€301MacHOCTH.

22. CyObeKTbI MOJUTHKH C TOUYKH 3PEHUS TPaIUIIMOHHON MOJTUTOIOTHH.

23. Ocobennoctn u 3HaueHne CMU kak cyObeKTa MOJUTUKU HA COBPEMEHHOM JTare pa3BUTHS
oO1iecTBa.

24. TparcdopMaiys poy TPATUITHOHHBIX MTOJUTUYECKUX HHCTUTYTOB.
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25. UnpopmaiiioHHOE IPOCTPAHCTBO, MOPOKIAEMOE CYyOBEKTOM MOJTUTUKH.

26. OOBEKTHUBHBIE W CYOBEKTHBHBICE BEPOATHOCTH peATM3alMd YIpo3 IOCPEIACTBOM
YSA3BUMOCTEHN U UX OLICHKA.

27. I3MepeHue pUCKOB, IIKaJIbl PUCKOB.

28. TexHONIOrMM OLIEHKH YIPO3, YA3BUMOCTEH, PUCKOB U MOTEPb.

29. Meronuka BbIOOpa KOMIIOHEHTOB CHCTEMbl 3alllUThl MHGOpMalMU U MpeirojaraeMas
orieHKa ee Y((HEeKTUBHOCTH.

30. DxoHOMHUYECKHE MPOOIEMBI HH(DOPMALIMOHHBIX PECYPCOB.

31. DxoHOMHUYECKasi 6€30MaCHOCTb.

32.  VcrpoiictBa W CUCTEMBl  NPOTHBONPABHOIO  IPEIHAMEPEHHOIO  OBJAJEHUS
KOH(pHACHIIMAIbHON HH(pOpMaIHeH.

33. TexHu4eckue CpeICTBA 3aIUTHl OOBEKTOB.

34. UnxeHepHO-TEXHUYECKAs 3alluTa.

35. Metoabl 1 CpeCTBa 3aIUTHI HH(OPMAIMK OT CITyYailHBIX BO3ACHCTBUIA.

36. Metoab! 3amUTH HHPOPMAIIK OT aBApUHHBIX CUTYaIUH.

37. CpencrBa 3amuThl MHDOPMAIMH: TEXHHUYECKHE, MPOTpaMMHBIE, KpHNTOrpaduyeckue,
OpraHU3aIMOHHbIE, 3aKOHOAAaTEIbHbIC.

38. ABTOMaTH3MpPOBAHHBIE CPEJICTBA 3AIUTH HH()OPMAIIH.

39. Cucrembl yrpaBiieHHs TOJUTHKONW O€30I1aCHOCTH.

40. BpruuciauTenbHble CETH.

41. CereBble MOJEIH AOCTYyNA JAHHBIX.

42. ApxutekTypa «daiin-cepepy.

43. ApXUTEKTypa «KIUEHT-CEPBEPY.

44. DranonHas monens OSI.

45. IlepconanbHeble, JOKabHbIE, KOPIOPATUBHBIC, PETMOHAIBHBIE U TT00ATBHBIE CETH.

46. BuptyanpHble CETH.

47. Bo3MOXHBbI€ ITyTH YT€UYKH HUH(POPMAIIHH.

48. IIporpaMMBbl KOHTPOJIS M pa3rpaHUyeHMs] JoCTyna K HHPOpMaIuu.

49. Pe3epBHOE KONMPOBaHNE, KOHTPOJIb MOJIb30BaTENEH, 3amuTa (HaifIoB U MamoK.

50. Cuctems! 3amuthl naposussmMu Windows. [Ipodunu u naponu nonaszoBaTenen.

51. PasrpanndeHue moJIHOMOYMI MOJIb30BATENEN.

52. KoHTpOJIb 1IEJIOCTHOCTH TPOTrPaMMHOTO o0ecrieueHus: U HH(OopMaIuu.

53. Ayb6aupoBaHue HHGOpMALIUH.

54. CereBas 3amnuta ¢$aijioB U Maroxk.
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55. IIporpamMmsl aIMAUHACTPUPOBAHUSI.

56. Kinaccudukanus yJjaneHHbIX aTak: [0 CLIEHAPHUIO, MO LIEJH, [0 XapaKTepy B3auMOAECHCTBHS
C XKEPTBOU.

57. Knaccel yaaneHHBIX aTak.

58. Bupychl v TpOSIHCKHE MPOTPAMMEI.

59. OTKa3 B 00CITy’)KUBAaHUH.

60. ATaku Ha MapHIPyTU3ALIHIO.

61. Araku Ha cepepbl: CGI u HTTP.

62. Ataku Ha knueHToB: ActiveX, Java.

63. Ilepenonnenue Oydepa.

64. [TaccuBHbBIC aTaKH.

65. AKTUBHBIE aTaKu.

66. [IporpamMHbIE CpeCTBA 3aIUTHI.

67. CpencrBa 3amuThl TpapukKa.

68. Kputepuu 3auieHHOCTH.

69. Bb160p KOHLIENTYaTIbHON MO/IEIH MOCTPOCHHS 3AIHUTHI.

70. OCHOBHBIE MPUHIIMIIBI TOCTPOCHHUS 3AITUTHOW 000JIOUKH.

71. Mopenb 3r1eMEeHTapHO! 3alUTHI.

72. Moneiab MHOTO3BEHHOU 3aIlIUTEI.
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73. MHOrOypoBHEBas 3alUTa.
74. Metoa TOCTpOEHHUS 3aliuThl WH(OOpPMAIIMU B CHUCTEMax C pacrpeaesieHHOW o0paboTKon
JTAHHBIX
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